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List of data breaches

This is a list of reports about data breaches, using data compiled from various sources, including press reports, government news
releases, and mainstream news articles. The list includes those involving the theft or compromise of 30,000 or more records,
although many smaller breaches occur continually. Breaches of large organizations where the number of records is still unknown
are also listed. In addition, the various methods used in the breaches are listed, with hacking being the most common.

Most reported breaches are in North America, at least in part because of relatively strict disclosure laws in North American
countries. 95% of data breaches come from government, retail, or technology industries.!! It is estimated that the average cost of a
data breach will be over $150 million by 2020, with the global annual cost forecast to be $2.1 trillion.2!3) A5 a result of data
breaches, it is estimated that in first half of 2018 alone, about 4.5 billion records were exposed.[4] In 2019, a collection of 2.7
billion identity records, consisting of 774 million unique email addresses and 21 million unique passwords, was posted on the web
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for sale.l®! In January 2024, a data breach dubbed the "mother of all breaches" was uncovered.[8! Over 26 billion records,

including some from Twitter, Adobe, Canva, LinkedIn, and Dropbox, were found in the database.” 18] No organization
immediately claimed responsibility. [9]
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ggvce??rggzitei?lsiﬂﬂtions 2022 | 6,400,000
2,200,000 customer's data,
including names, Social

21st Century Oncology 2015 | Security numbers,
physicians, diagnoses,
insurance information

23andMe 2023 | 6,900,000

500px 2020 | 14,870,304

Accendo Insurance Co. 2020 | 175,350

Accenture 2007

Adobe Systems 2013 | 152,000,000

Incorporated

Adobe Inc. 2019 | 7,500,000

Advocate Medical Group 2017 | 4,000,000

ma\;ligir;/ (subsidiary of 2018 | 75,000

Affinity Health Plan, Inc. 2013 | 344,579

Airtel 2019 | 320,000,000

Air Canada 2018 | 20,000

Amazon Japan G.K. 2019 | unknown

TD Ameritrade 2005 | 200,000

Ameriprise Financial 2005 | 260,000 customer records

Ancestry.com 2021 | 300,000

Animal Jam 2020 | 46,000,000

ﬁ;‘;’; 3&823?5 Center of 2021 | 156,000

Anthem Inc. 2015 | 80,000,000

AOL 2004 | 92,000,000
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Last.fm

Living Social
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MacRumors.com
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Marriott International
Marriott International
MediaWorks New Zealand

Massive American
business hack

Medibank & AHM

Medical Informatics
Engineering

Memorial Healthcare
System

MGM Resorts

Michaels
Microsoft

Microsoft Exchange
servers

Militarysingles.com
Mitsubishi Tokyo UFJ Bank
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8,700,000
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password reminders, e-mail
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Password vault backup
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3,000,000

250,000,000
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960,000

202,000,000
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telecoms
web

web
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restaurant
tech

tech
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hacked
hacked
hacked
hacked
hacked
hacked
poor security/inside job

hacked
hacked
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Mobile TeleSystems (MTS)

Monster.com

Morgan Stanley Smith
Barney

Morinaga Confectionery
Mozilla

MyHeritage

Myspace

NASDAQ

Natural Grocers
NEC Networks, LLC
Neiman Marcus
Nemours Foundation

Network Solutions
Newegg

New York City Health &
Hospitals Corp.

New York State Electric &

Gas

New York Taxis

Nexon Korea Corp

NHS

Nintendo (Club Nintendo)

Nintendo (Nintendo
Account)

Nippon Television
Nival Networks
Now:Pensions
NTT Business Solutions
NTT Docomo
OGUsers

Optus

Orbitz

OVH

Pandora Papers
Paradise Papers

Patreon
PayPay

Popsugar
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Panama Papers
100,000,000
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34,000

1,648,922

76,000

92,283,889
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usernames, passwords
email addresses
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Quest Diagnostics

Quora
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Rambler.ru

Razer

RBS Worldpay
Reddit

Reddit
Restaurant Depot
RockYou!

Roku

Rosen Hotels

Saks Fifth Avenue / Lord &
Taylor

Scottrade

Scribd

Seacoast Radiology, PA
Sega

ShopBack

SingHealth

Slack

SlickWraps

Snapchat

Snowflake

SolarWinds

Sony Online Entertainment

Sony Pictures

Sony Pictures
Sony PlayStation Network

South Shore Hospital,
Massachusetts

Southern California
Medical-Legal Consultants

Spartanburg Regional
Healthcare System
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2020
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2020
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2016
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2015

2013
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2020

2013
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2014
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11,000,000
11,900,000

100,000,000
1,381,735

98,167,935

100,000, including email
and mailing addresses,
product orders, and phone
numbers.

1,500,000

usernames, emails, 2007
database backup
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200,000
32,000,000

15,363 accounts
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credit card records

4,600,000
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231,400

1,290,755
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377,428

4,700,000
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data from Ticketmaster,
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Source Code Compromised
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Social Security numbers,
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tech
hotel/casino
retail

financial
web
healthcare
gaming
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healthcare
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poor security
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credentials

hacked
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lost / stolen computer
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Spoutible

Staples

Starbucks

Starwood

including Westin Hotels &
Resorts and Sheraton Hotels
and Resorts

Steam

StockX

Stratfor

Supervalu

Sutter Medical Center

Taobao

TalkTalk
Tangerine Telecom

Taringa!

Target Corporation
TaxSlayer.com

TD Ameritrade

TD Bank

TerraCom & YourTel
Tesla

Tetrad

Ticketfly (subsidiary of
Eventbrite)

Ticketmaster

Ticketmaster

Tic Hosting Solutions
(known as Torchbyte)

Tianya Club
TikTok

TK / TJ Maxx
T-Mobile, Deutsche
Telekom

T-Mobile

T-Mobile
Tokopedia

Trello

Triple-S Salud, Inc.

2024

2014

2008

2015

2011

2019

2011

2014

2011

2016

2015

2024

2017

2013

2016

2007

2012

2013

2023

2020

2018

2018

2024

2023

2011

2020

2007

2006

2021
2023
2020
2024

2010

addresses, dates of birth
and medical billing codes

207,114
customer payment cards
97,000, including names,

addresses, and social
security numbers

54 locations

35,000,000
6,800,000

?

200 stores
4,243,434

20,000,000

records
243,462

28,722,877
110,000,000
8,800
6,300,000
260,000
170,000
75,000

120,000,000
26,151,608

40,000, including login
information, payment data,
addresses, names, phone
numbers

1.3 TB, 560,000,000

46

28,000,000
42,000,000
94,000,000
17,000,000, including
phone numbers,
addresses, dates of birth,
email addresses
45,000,000
37,000,000
91,000,000
15,111,945

398,000

social network

retail

restaurant

hotel/casino

gaming
e-commerce
military
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healthcare
e-commerce

telecom
telecom

web
retail
web
financial
financial
telecoms
transport

market analysis

ticket distribution

ticket distribution

ticket distribution

hosting provider

web
social network

retail

telecoms

telecom
telecom
e-commerce
tech

healthcare

misconfigured API

hacked

lost / stolen computer

hacked

hacked
hacked
hacked
hacked
lost / stolen computer
hacked
hacked

compromised
credentials

hacked

hacked

hacked

hacked

hacked

accidentally published
inside job

poor security

hacked

maliciously modified
Javascript

hacked third party
service

misconfigured web
server
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poor security

hacked

lost / stolen media
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hacked
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misconfigured API

lost / stolen media
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Truecaller

Trump Hotels
Tumblr

Twitch

Twitch

Twitter

Typeform

Uber

Uber

Ubisoft

Ubuntu

UCLA Medical Center,
Santa Monica
U-Haul

MyFitnessPal (Under
Armour subsidiary
UPS

Vastaamo

Verifications.io (first leak)

Verifications.io (total leaks)

Verizon Communications

View Media

Virgin Media
Vodafone

VTech

Walmart
Washington Post
Wattpad

Wawa (company)

Weebly
Wellnow Urgent Care

Wendy's

Westpac

Woodruff Arts Center
WordPress
Writerspace.com
Xat.com

Yahoo

Yahoo

Yahoo Japan

2019

2014

2013

2015

2021

2013

2018

2014

2017

2013

2013

2015

2023

2018

2014

2020

2019
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2016

2020

2020

2013

2015

2015

2011

2020

2020

2016

2023

2015

2019

2019

2018

2011

2015

2013

2014

2013

299,055,000
8 locations
65,469,298
unknown
unknown
250,000
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50,000
57,000,000
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2,000,000
4,500,000

67,000, including full
names, dates of birth,
driver license numbers

150,000,000

51 locations
130,000
809,000,000
2,000,000,000

1,500,000

38,000,000

900,000
2,000,000
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1,300,000
1,270,000
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43,430,316

patients’ names, dates of
birth, health information
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6,054,459
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media
web
retail

web
healthcare

restaurant
financial
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web services
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poor security
hacked
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